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IS THIS WHERE WE’RE 
HEADED?
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FOCUS ON SECURITY
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PASSWORDS
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PASSWORDS

What the experts say:

1. Avoid using dictionary words.
2.Don’t use personal information.
3. Avoid common sequences
4.Use special characters
5. longer passwords are better than shorter ones 
6.Using the first letter from each word in a sentence, a phrase, a poem, or a song 

title
7.Create different passwords for different accounts and applications
8.Write them down and keep them in a securely locked place
9.Consider using a secure password manager
10. If you have already established a password that is not strong, change it

 
What I Suggest
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PASSWORDS

Password Tools

Lastpass

Xmarks

Password Generators
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https://lastpass.com/
https://lastpass.com/
http://www.xmarks.com/
http://www.xmarks.com/
https://www.google.com/search?aq=0&oq=password+gen&sugexp=chrome,mod=12&sourceid=chrome&ie=UTF-8&q=password+generator
https://www.google.com/search?aq=0&oq=password+gen&sugexp=chrome,mod=12&sourceid=chrome&ie=UTF-8&q=password+generator


SECURE WEBSITES
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SECURE WEBSITES
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FACEBOOK SETTINGS
Easily Control What is seen

Make kiddos add you as a full friend

Search often

Pay attention to liking sites and other things

When in doubt, delete

Student’s Guide to Personal Publishing

Pause before you post

Wednesday, January 9, 13

http://www.jostens.com/students/content/files/students_guide_to_publishing.pdf
http://www.jostens.com/students/content/files/students_guide_to_publishing.pdf
http://www.youtube.com/watch?v=243_rx_JXY8
http://www.youtube.com/watch?v=243_rx_JXY8


REMAINING 
ANONYMOUS

Anonymous Browsing

Cleaning Your Cache

CCleaner

Apps
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http://www.piriform.com/ccleaner
http://www.piriform.com/ccleaner


WAYS TO STAY ON TOP

Google alert

Search the internet

Virus Scan (cloud like Panda)

Update software often

Mozilla Plugin Check

Windows Update

Apple Software Update
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http://www.google.com/alerts?hl=en&gl=us&source=alertsmail&cd=p-2VW0TEn3E&cad=CAcQAhgBQLuV-oQFSAE
http://www.google.com/alerts?hl=en&gl=us&source=alertsmail&cd=p-2VW0TEn3E&cad=CAcQAhgBQLuV-oQFSAE
http://livepage.apple.com/
http://livepage.apple.com/
https://www.mozilla.org/en-US/plugincheck/
https://www.mozilla.org/en-US/plugincheck/
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&ved=0CEwQFjAA&url=http%253A%252F%252Fwindowsupdate.microsoft.com%252F&ei=FxKkUImlM6mu0AHar4DYAw&usg=AFQjCNEug1leQo3NEunhDOU1qyizGL4HYg
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&ved=0CEwQFjAA&url=http%253A%252F%252Fwindowsupdate.microsoft.com%252F&ei=FxKkUImlM6mu0AHar4DYAw&usg=AFQjCNEug1leQo3NEunhDOU1qyizGL4HYg


FILTERING
K9 Web Protection from BlueCoat. 
This is a great option for those who 
are not technical. 

• FamilyShield from OpenDNS. This is a 
great option for those who are a bit 
more technical. 

• Norton Online Family from Norton. 
This is a great option to keep track of 
children's internet access and is easy to 
use and install.

• NetNanny It allows an easy 
monitoring system to know what your 
children are doing on the web.

• Chromenanny A Chrome plugin that 
allows for website filtering 
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http://www.k9webprotection.com/
http://www.k9webprotection.com/
http://www.opendns.com/familyshield/
http://www.opendns.com/familyshield/
http://onlinefamily.norton.com/familysafety/loginstart.fs
http://onlinefamily.norton.com/familysafety/loginstart.fs
http://www.netnanny.com/
http://www.netnanny.com/
https://chrome.google.com/webstore/detail/nanny-for-google-chrome-t/cljcgchbnolheggdgaeclffeagnnmhno
https://chrome.google.com/webstore/detail/nanny-for-google-chrome-t/cljcgchbnolheggdgaeclffeagnnmhno


PHONES

Lock your phone

Google Latitude

GPS Information on Pictures

Caller ID
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http://www.google.com/mobile/latitude/
http://www.google.com/mobile/latitude/
http://icanstalku.com/how.php
http://icanstalku.com/how.php
http://www.spoofcard.com/
http://www.spoofcard.com/


PHISHING EMAILS

Spoofed Email Addresses

Attachments

“Official” Emails

If it sounds strange, it probably is

http://www.youtube.com/watch?v=VP8tn3CnGH4

Snopes.com
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http://www.youtube.com/watch?v=VP8tn3CnGH4
http://www.youtube.com/watch?v=VP8tn3CnGH4
http://snopes.com/
http://snopes.com/


OTHER INFORMATION

1. Intelius
2. Zabasearch
3. Spokeo
4. Pipl
5. Complete Opt-out List
6. Fake Name Generator
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http://www.intelius.com/
http://www.intelius.com/
http://www.zabasearch.com/
http://www.zabasearch.com/
http://www.spokeo.com/
http://www.spokeo.com/
https://pipl.com/
https://pipl.com/
http://www.reddit.com/r/technology/comments/j1mit/how_to_remove_yourself_from_all_background_check/
http://www.reddit.com/r/technology/comments/j1mit/how_to_remove_yourself_from_all_background_check/
http://www.fakenamegenerator.com/index.php
http://www.fakenamegenerator.com/index.php


SAFE SEARCHING

Google Safe Search

Google Safe Image Search

Youtube Safe Search

Kidzsearch

Stopdog
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http://www.kidzsearch.com/
http://www.kidzsearch.com/
http://www.stopdog.com/index.html
http://www.stopdog.com/index.html


QUESTIONS?
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WEB RESOURCE 

http://goo.gl/JJ6t0

http://keithschroeder.net
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http://goo.gl/JJ6t0
http://goo.gl/JJ6t0
http://keithschroeder.net
http://keithschroeder.net

